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SMCSIG has cyber liability coverage for its members.  Current primary limits per member are $2 million annual aggregate with an additional excess limit per member of $3 million annual aggregate; please note the excess layer has $7 million policy annual aggregate.  There are specific procedures a member must follow when a suspected incident occurs.  They are as follows:

1. If you suspect a data incident has occurred and some intrusion has caused possible data. compromise, immediately disconnect equipment from the internet and completely power down.

2. Call Beazley Breach Response Services Team 1-866-567-8570 24 Hour Hotline to report the incident and provide the following Policy # FN2205500.

3.  Call the following numbers in order:
 
Monday – Friday 8:30 a.m.  to 5:00 p.m. 			650-365-9180

After Hours
· Tasha Lane, Senior Property/Liability Claims Analyst	650-287-5265
· Craig Schweikhard, Executive Director			925-667-1512
· Sharon Vishwa, Deputy Executive Director		650-996-2461

Be prepared to answer the following questions: 
· Explain what happened, when it happened and what data you feel was compromised.
· Have a list of names of the employees who possibly were involved in how the data compromise happened.
· Provide a list and telephone numbers of your IT personnel who will be tasked to coordinate with any forensics’ team that will be assigned to investigate the possible data compromise. 
In the interim:
· Beazley will call you and provide you with an attorney firm that specializes in this area of practice.  They will then be charged with identifying a data forensics’ firm that can come and determine what occurred and to what extent, if any, you have a problem.  This will be done under attorney-client privilege. 
· Do not issue any email, or make any written or verbal statements about the possible data incident.  It is better to communicate with actual information once we know whether actual confidential information was inadvertently exposed or released.  We will be transparent but need to be sure we have all the information first. 
· Never use the word “data breach” as that implies an issue that activates many different laws, statutes, and reporting to authorities.  Until the investigation is complete, we do not know what happened.  Investigations can be completed in a few days but may take months.  Any messaging can await the conclusion of the initial investigation.  
· Resources will be available to you to help with communication with employees, the public, or others that may be affected by any data compromise.  
· It is recommended that you report cyber crime to Internet Crime Complaint Center IC3 at https://complaint.ic3.gov.  More information about reporting a cyber crime can be found at www.ic3.gov. 

There is cyber insurance coverage if in network venders are utilized for forensics’ investigation, attorney fees, and notification costs.  It may also include a one-year credit reporting monitoring but only if the investigation shows that a breach of data occurred and that requirement would be triggered.  Your district will be responsible for the normal property deductible you have in place.  
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